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ABSTRACT

With the proliferation of Internet of Things
(IoT) devices in smart environments,
identifying and securing heterogeneous
network entities has become a paramount
challenge. This project presents a robust loT
Device Classification Platform that leverages
supervised machine learning to categorize
devices based on their network traffic
fingerprints. Unlike traditional rule-based
systems that struggle with the diversity of loT
hardware, this system utilizes a data-driven
approach to map behavioral signatures such as
packet  frequency, byte counts, and
communication duration to specific device
hurdle in IoT
imbalance,

profiles. A significant
classification is class where
common devices overshadow rarer hardware
in the dataset. To address this, the project
implements Adaptive Synthetic (ADASYN)
oversampling, which intelligently generates
synthetic data points for minority classes,
ensuring a balanced and unbiased training
phase. The core of the platform is a
comparative machine learning pipeline
featuring Gaussian and Multinomial Naive
Bayes (GNB and MNB) classifiers, a Decision
Tree Classifier (DTC), and a proposed Greedy
Tree Classifier (GTC) model. The GTC
model, optimized via the imodels library,
provides a unique balance of high-accuracy
classification and human-interpretable
decision rules. Developed using a modular
Flask architecture, the platform offers a dual
interface for Exploratory Data Analysis (EDA)

and real-time inference. Experimental results
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demonstrate that the GTC model achieves
superior F1 scores compared to baseline
probabilistic models, effectively distinguishing
between devices like smart cameras, sensors,
and hubs. The final system provides an end-to-
end lifecycle from raw data ingestion to
persistent model deployment, offering a
scalable solution for automated network
management and enhanced [oT security.
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1. INTRODUCTION

Due to the widespread use of Internet of
Things (IoT) devices and their technologies in
different sectors, the risk of large-scale
cyberattacks has increased. It is reported that
the number of active connections of deployed
IoT devices worldwide was 10 billion in 2021,
and it is projected that this number will reach
500 billion by 2030 [1]. IoT devices include
various hardware that can communicate and
interact remotely via a network. In addition to
common smart devices such as PCs,
smartphones, and other gadgets, IoT entails a
variety of traditional non-smart technologies
and everyday objects. These devices connect
to and exchange data online through
technological integration. However, despite its
irrefutable benefits, the growth of loT poses
security and privacy issues because IoT
devices lack adequate security designs [2]. For
instance, because most IoT components have
minimal power consumption and limited
computational capabilities, they cannot handle
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sophisticated ~ security = mechanisms. In
addition, because the majority of IoT devices
are wirelessly networked and run without

human supervision, they are highly susceptible
to hackers [3]. Consequently, IoT devices are
ideal targets for attackers seeking to obtain
infer

unauthorized access and sensitive

information.
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Figure 1. [oT component and market forecasts.

Therefore, one of the most crucial tasks for
IoT applications and networks is identifying
the type of devices connected to prevent
potential vulnerabilities, such as cyberattacks
on and from IoT devices. Consequently,
suspicious devices with abnormal activities
can be filtered out by network
Such a procedure is a

mitigation process if network administrators

swiftly
administrators.

know the identities of the infected devices. For
example, if a smart bulb is caught sending
emails or streaming films instead of
controlling its brightness and color, it can be
identified as a suspicious device, and a further
filtering process should be performed for this

device [5].

To solve this problem, the use of hardware and
device behavior to identify deployed devices
has been extensively studied [6]. Depending
on the requirements of the environment,
behavioral-based identification of IoT devices
can be classified into two distinct levels of
granularity. There are two main approaches:
(1) individual device model identification and
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(2) device type identification. In individual
device model identification, a combination of
radio frequency fingerprinting and low-level
component analysis is used to distinguish the
devices. In low-level component analysis,
devices from the same model are differentiated
based on hardware manufacturing variations.
As an example, the performance of several
indicators, such as CPU, GPU, or RAM, is
monitored throughout the course of a job. This
technique is known as hardware performance
analysis [7] and is one of the most commonly
used approaches for determining device
models.

To distinguish among devices with the same
hardware and software, it is necessary to
the differences in  chip
manufacturing, which requires lower-level
behavior monitoring for individual device
identification. such cases,
attackers can exploit the wvulnerabilities in
device fingerprinting by modifying specific

examine

However, in

contextual parameters or hardware-level
attributes, which effectively alters the unique
characteristics used for identification. This
manipulation can lead to misclassification,
ultimately compromising the reliability of the
identification system. In the second approach,
device type identification (e.g., camera, light
bulb) relies on multiple
characteristics, network activity
patterns and running processes, to classify
devices [8].

analyzing
such as

2. LITERATURE SURVEY

Tien et al. [10] tried both the unsupervised ML
algorithm and supervised learning algorithms
to do device identification and anomaly
detection. Findings from this study show that
the unsupervised learning algorithm, K-means,
cannot effectively identify IoT devices. By
contrast, using supervised learning algorithms
has good performance. Artificial neural
networks (ANN) obtained 92.8% accuracy in
identifying  three  devices with  110-
dimensional features. The result has been

further improved to 97.6% after using the
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gradient-boosted decision trees (XGBoost).
The combination of ANN and XGBoost has
also achieved a high accuracy of 99.995% in
anomaly detection. Zhang et al. [11] used the
ReliefF FS algorithm to select the important
features from both periodic traffic features and
protocol features for the K nearest neighbors
(KNN) algorithm. They conducted KNN to
identify eight devices and gained a correctness
of 95% on average. Sun et al. [9] compared the
performance of four supervised learning
algorithms (K-nearest neighbor, random
forest, support vector machine, and multilayer
perceptron) on identifying 14 IoT devices
collected by [12]and eight IoT devices
collected by themselves. The study selected 10
features that were calculated from the packet
length to make the identification. Results show
that Random Forest, which gained an accuracy
of 99.5% for the 14 devices and 99.4% for the
eight devices, has the best performance.

Kawai et al. [13]used the support vector
machine (SVM) algorithm to identify
communication devices by monitoring patterns
of traffic. They used only two types of traffic
features, i.e., packet size and packet inter-
arrival time, to identify six categories of nine
devices. By using the SVM, an accuracy of
88.3% in identifying nine devices was
obtained. To further improve the identification
accuracy, they reused the previously
calculated traffic features and added them to
the new current traffic features and
successfully enhanced the accuracy from 88%
to 94%. McGinthy et al. [14] proposed a
neural networks (NN)-based SEI algorithm as
an additional layer of loT device and network
security to identify IoT devices. The NN-based
SEI uses raw in-phase and quadrature (IQ)
streams to secure [oT networks. Ammar et al.
[15] use a decision tree algorithm to classify
33 IoT devices, including 27 devices from a
dataset in[10] and six devices from their
laboratory. In this work, in addition to the
extracted  features  from  the  flow
characteristics, the textual features from the
devices’ descriptions were extracted. The
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textual features are shared in the network
payload and presented by a binary bag-of-
words model. By combining the two sets of
features, they gained an average accuracy of
98%.

3. PROPOSED SYSTEM

The proposed system in Fig. 2 presents an end-
to-end IoT device classification and analytics
platform designed to analyze raw network
traffic or sensor datasets and automatically
classify IoT device types using machine
learning techniques. The system architecture
integrates data intelligence, machine learning
processing, and an interactive web interface
within a modular Flask-based framework,
enabling scalable data processing, efficient
model training, and real-time device
classification. The architecture is organized
into three primary components: the Data
Intelligence Layer, the Machine Learning
Pipeline, and the Web Interface Layer, each
responsible for a specific stage of the
analytical workflow.

The Data Intelligence Layer is responsible for
performing Exploratory Data Analysis (EDA)
on the input dataset. In this stage, the system
processes raw CSV data obtained from IoT
network traffic or sensor logs and converts it
into meaningful analytical insights. The
process begins with statistical profiling, where
the system evaluates the overall structure and
quality of the dataset by calculating important
statistical parameters such as missing value
counts, memory usage, and feature distribution
statistics  including mean, median, and
standard deviation. These metrics help identify
inconsistencies, anomalies, or incomplete data
before the machine learning stage. Following
this, the system performs correlation mapping
to analyze relationships between different
traffic features such as packet size,
communication frequency, and transmission
duration. This analysis helps identify the most
influential attributes that contribute to accurate
IoT device identification. A unique capability
of the system is its dynamic labeling
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mechanism, which allows the platform to
operate even when the dataset lacks predefined
labels. In such cases, the system employs a
quantile-based activity analyzer to generate
synthetic  categories based on feature
distributions, ensuring that the machine
learning pipeline can function even with
partially labeled or unlabeled datasets.
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Figure 2. Proposed system architecture of loT
devices classification.

The Machine Learning Pipeline forms the core
component of the proposed system and is
responsible for preprocessing data, training
classification = models, and  generating
predictions. The preprocessing stage addresses
common issues in loT datasets, particularly
class imbalance, where certain device types
appear more frequently than others. To
mitigate this issue, the system utilizes
ADASYN (Adaptive Synthetic Sampling),
which intelligently  generates  synthetic
samples for underrepresented classes based on
data density distribution. This technique helps
balance the dataset and improves the model’s
ability to accurately recognize minority device
categories. In addition to class balancing, the
preprocessing stage includes feature scaling,
normalization, and label encoding to transform
the data into a format suitable for machine
learning algorithms.
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Following preprocessing, the system applies a
suite of machine learning algorithms to
perform IoT device classification. The first
model used is GNB, a probabilistic classifier
that assumes continuous features follow a
Gaussian distribution, making it suitable for
analyzing numerical loT traffic attributes. The
second model is MNB, which is specifically
designed for frequency-based data and is
effective in analyzing packet
patterns within network traffic. The third
algorithm is the DTC, which constructs
hierarchical ~ decision  structures

occurrence

using
interpretable if-then rules to classify device
types. Additionally, the system incorporates an
advanced GTC implemented using the imodels
framework. This interpretable tree-based
model enhances classification precision while
maintaining transparency in the decision-
making process. The performance of these
models is evaluated using standard metrics
including accuracy, precision, recall, and F1-
score, enabling comparative analysis to
identify the most effective classification
model.

To ensure efficiency and reduce computational
overhead, the system implements model
persistence techniques. After training, the
machine learning models and preprocessing
components are stored as serialized Pickle
(.pkl) files, including the trained models,
feature scaler, and label encoder. This
approach system to reload
previously trained models instantly without

retraining whenever the application is

allows the

restarted, significantly improving response
time during prediction. The final component of
the architecture is the Web Interface Layer,
which enables users to interact with the system
through an intuitive web-based platform
developed using the Flask framework. This
layer acts as the interface between users and
the machine learning backend, providing
visualization tools, performance evaluation
dashboards, and prediction services. The
interface includes an EDA Dashboard, where

users can explore dataset statistics, distribution
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plots, and correlation heatmaps generated by
the Data Intelligence Layer. These
visualizations help users better understand [oT
device traffic characteristics and feature
relationships. In addition, the platform
includes a Performance Suite, which functions
as a model evaluation dashboard. This module
presents a comparative leaderboard of all
trained machine learning models, displaying
their accuracy, precision, recall, and F1-score.
By providing a clear comparison of model
performance, this feature enables users to
identify the most reliable classification
approach for IoT device identification tasks.

The system also provides a Prediction Center,
which enables real-time classification of IoT
devices using trained models. This component
supports both batch prediction and single-
instance prediction. In batch prediction mode,
users can upload large CSV datasets through a
drag-and-drop interface, and the system
processes the data to produce an annotated
output file containing predicted device
categories. In single prediction mode, users
can manually input feature values through an
online form to instantly classify a specific loT
device instance.

4. RESULTS DESCRIPTION

The Figure 3 image shows a clean, modern
IoT Device Classification System dashboard
designed for analyzing and classifying IoT
network traffic using machine learning. It
highlights four main functionalities, such as
EDA, model performance comparison, single
prediction, and batch prediction, each
presented as intuitive cards with icons and
action buttons. Below, the interface lists
supported machine learning algorithms such as
GNB, MNB, DTC, and GTC, emphasizing
both performance evaluation and
interpretability.  Overall, the dashboard
conveys a user-friendly, end-to-end ML
platform for data analysis, model comparison,
and real-time predictions in [oT environments.

www.ijesat.com
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Figure 3. Web interface for proposed [oT
device classification system.

Figure 4 shows the confusion matrix of the
DTC model that highlights significant
misclassification issues across IloT device
categories. While some classes like thermostat
and motion_sensor are correctly classified
with all 20 samples accurately predicted, the
majority of other device classes, including
watch, TV, socket, smoke detector,
security camera, lights, and baby monitor, are
completely misclassified as baby monitor.
This indicates that the decision tree has a
strong bias toward a single class, failing to
generalize across diverse loT device traffic
patterns. Such behavior suggests issues of
overfitting, poor feature splitting, or class
imbalance handling, making the decision tree
unsuitable as a standalone model for reliable
device fingerprinting and anomaly detection in
the smart home environment.
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Decision Tree Confusion Matrix
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Figure 4. Confusion matrix obtained using
DTC model.

Figure 5 shows the ROC curve for the DTC
model in the existing system, which shows a
mixed performance across loT device classes.
While motion_sensor and thermostat achieve
relatively strong results with an AUC of 0.94,
indicating high separability, most other
classes, including baby monitor, lights,
socket, smoke detector, security camera, TV,
and watch, have a much lower AUC of 0.62,
which is only slightly better than random
guessing. This imbalance highlights that the
DTC model struggles to generalize across
multiple device types, excelling in a few
specific cases but failing for the majority.
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Decision Tree ROC Curves (One-vs-Rest)
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Figure 5. ROC Curve obtained using DTC
model.

Figure 6 shows the confusion matrix of the
NBC, which shows a more balanced
performance compared to the DTC but still
reveals notable misclassifications across loT
device categories. Classes such as socket, TV,
watch, and security camera demonstrate high
accuracy, with most or all of their samples
correctly classified. However,
misclassifications occur frequently in other
categories, such as thermostat, where samples
are often predicted as other classes, and
motion_sensor, where several instances are
misclassified as  thermostat.  Similarly,
smoke detector and baby monitor also suffer
from cross-class predictions, with
baby monitor instances being incorrectly
labeled as watch or security camera. NBC
provides a stronger baseline with better
distributional learning than DTC, but its
simplifying assumption of feature
independence limits its precision in handling
complex traffic patterns of diverse IoT

devices.
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Naive Bayes Confusion Matrix
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Figure 6. Confusion matrix obtained using
Naive bayes
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Figure 7. ROC curve obtained for NBC model.

Figure 7 shows the ROC curve for the NBC,
demonstrating that the model performs
exceptionally well in distinguishing between
different IoT device classes, with most
categories achieving very high AUC values.
Devices such as lights, sockets, smoke
detectors, and TVs reached a perfect AUC of
1.00, indicating flawless classification, while
motion security cameras, and
thermostats achieved strong results around

Sensors,
0.97, and the baby monitor followed closely

with 0.96. The watch class, with an AUC of
0.93, showed relatively weaker but still strong
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performance compared to the others,
suggesting some overlap with other classes.
Figure 8 shows the confusion matrix of the
optimized Greedy Tree Classifier, which
shows strong classification performance across
most loT device categories, with perfect
predictions for TV, socket, and
smoke detector (all correctly classified
without errors). Classes such as thermostat,
security camera, and motion_sensor achieved
high accuracy but experienced minor
misclassifications,  reflecting  occasional
overlaps. However, noticeable
occurs between baby monitor and watch,

confusion

where several baby monitor samples were
misclassified as watch and vice versa,
suggesting these two classes share similar
patterns that the model struggles to fully
separate.

GreedyTreeClassifier (Optimized) Confusion Matrix
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Figure 8. Confusion matrix obtained using the
proposed GTC model.
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GreedyTreeClassifier (Optimized) ROC Curves {One-vs-Rest)
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Figure 9. ROC curve obtained for the

discriminative ability across all device classes,
with most achieving near-perfect performance.
Classes such as lights, sockets, smoke
detectors, TVs, and watches attained an AUC
of 1.00, reflecting flawless separation between
positive and negative instances. Other classes,
including baby monitor (0.97), motion_sensor
(0.96), security camera (0.97), and thermostat
(0.94), also achieved very high AUC values,
indicating strong predictive reliability with
only minimal overlap in classification
boundaries. The curves closely hug the top-left
corner, reinforcing the model’s robustness in
distinguishing IoT device -categories and
highlighting its effectiveness in minimizing

false positives while maximizing true

Vol 26 Issue 03(1), March, 2026
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proposed GTC model. positives.
Figure 9 shows the ROC curve of the proposed
GTC model, demonstrating excellent
Table 1: Performance for the existing DTC, MNB, GNB, and proposed GTC models.
Algorithms Name Accuracy | Precisio | Recall F-
n score
DTC model 18.89 10.32 18.89 | 11.14
MNB Classifier 76.11 79.88 76.11 | 76.38
GNB Classifier 80.14 87.36 80.14 | 78.72
Proposed GTC 97.08 97.17 97.08 | 97.07
Model

Table 1 presents a comparative analysis of the
performance metrics for three machine
learning algorithms used in the project: the
DTC model, the GNB classifier, the MNB
classifier, and the proposed GTC model. It
shows that the proposed GTC model is the
best-performing  model,  achieving a
remarkable 97.08% accuracy and a high F-
score of 97.07%, indicating its strong ability to
correctly classify devices. The GNB classifier
also performs well, with an accuracy of
80.14% and an F-score of 78.72%. In contrast,
the DTC model performed poorly, with a very
low accuracy and F-score of just 18.89% and
11.14%, respectively, suggesting that its

www.ijesat.com

simplified, single-split rule was not effective
for this dataset.

5. CONCLUSION

This project successfully demonstrates the
efficacy of using machine learning for the
automated classification of IoT devices. By
shifting from static identifiers like MAC
addresses to dynamic behavioral
fingerprinting, we have created a more
resilient security layer for modern networks.
The integration of ADASYN proved vital, as it
mitigated the inherent bias of imbalanced IoT
datasets, allowing the models to achieve high

precision across all device categories rather
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than just the majority classes. Among the
evaluated algorithms, the GTC emerged as the
optimal solution, offering the best trade-off
between predictive accuracy and logical
transparency. Its ability to generate "shallow
but sharp" decision rules ensures that network
administrators can understand why a device
was classified a certain way, a critical
requirement for security auditing. The modular
Flask-based web interface further enhances the
project's utility by making these complex
backend calculations accessible through an
intuitive dashboard for both exploratory
analysis and real-time batch predictions.
Ultimately, this platform provides a scalable,
efficient, and interpretable framework that
significantly reduces the manual overhead of
managing complex loT ecosystems, paving the
autonomous and smart

way for secure

environments.
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